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1.0 PURPOSE
1.1 Thus, the aim of the Advisory Circular is to provide a framework to assist Air Traffic Service Provider

(ATSP) in:

a) Fulfilling its international obligations to have contingency plans in place and therefore be in a
position to continue to meet Safety, Capacity, Efficiency, Security & Environmental sustainability
requirements; and

b) Establishing contingency plans to satisfy local/national requirements.

1.2 It is recognized, however, that not all situations can be foreseen. In addition, no two situations will

be the same and therefore impossible to cater for every eventuality and causal factor that might give rise

to the need to enact a contingency plan. Similarly, the Guidance Material does not enter into details to

address all possible disruptions. That said, certain common factors can, and must, be prepared for.

1.3 ATSP shall be able to deal with unexpected events and it is the ability to respond to these in a safe,

orderly manner which provides the overriding rattonale for the development of contingency plans rather

than the legal obligation to do so. Safety is, and must remain, the number one priority.

1.4 Contingency planning for ATSP also needs to be re-evaluated in the context of recent world events ranging

from security threats to possible pandemics.

1.5 This document is meant to constitute a tool-box providing a check-list of some elements to take into
consideration when addressing the issue of contingency, while the exact content of the measures is left at
the discretion of the ATSP.

2.0 REFERENCES
2.1 Nigeria Civil Aviation Regulations Part 14.1
2.2 Africa Indian Ocean Regional ATM Contingency Manual
2.3 Eurocontrol Guidelines for Contingency Planning of Air Navigation Services Edition 2.0
2.4 ICAO Annex 2 Air Traffic Services
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3.0 CONTINGENCY PLANNING TERMINOLOGY

TERM

MEANING

CONTINGENCY PLAN

The detailed exposition of the actions, including their
associated timing and responsibilities, to be performed
Jollowing the declaration of any of the contingency modes.

CONTINGENCY LIFE-CYCLE

All  potential contingency modes ranging through,
'‘Emergency’ Situations; 'Degraded' Modes of Operation;
'Service Continuity'; "Recovery to Normal Operations'.

Routine service provision within a non-significant variation

The physical enactment of the actions and measures detailed
in a contingency plan(s) in response to an event that triggers

Emergency modes are those situations following unforeseen
or sudden catastrophic events that may lead to potential
unsafe situations and/or partial or full interruption of the
Air Traffic Services (ATS) provision, therefore prompting an
immediate response to contain the adverse impact and

Fall-back mode is the use of systems or services that provide
redundancy/back-up to those available in support of normal
with foreseen or unforeseen
unavailability or degradation of the main service provision.

A reduced level of service invoked by equipment outage or

“NORMAL” OPERATIONS

in quality of service.
EXECUTION

any contingency mode of operation.
“EMERGENCY” MODE

where feasible initiate recovery actions.
“FALLBACK” MODES OF
OPERATION

operations, 1o cope
“DEGRADED” MODES OF
OPERATION malfunction,

staff shortage or procedures becoming
inadequate as a knock-on effect of one or several deficient
system elements.

SERVICE CONTINUITY

Service continuity is the availability of suitable
arrangements allowing alternate ATS provisions of an
agreed quality of service to be readily activated when a
long-term disruption of normal service provision s
anticipated.

Service continuity is also characterized by containing the
impact and duration of disruption of ATS critical services
and the ability to restore a defined service level (capacity)
with due priority.

AC: NCAA-DAAS-062 Rev. 00
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RECOVERY

Transition back to Normal operations from any of the
contingency modes of operation.

OUTAGE

An exceptional circumstance, foreseen (e.g. pandemics,
industrial action) or unforeseen (e.g. security breach),
affecting one or more elements of the System (people,
procedures & equipment) that, in the absence of adequate
Jall-back arrangements, may lead to service disruption.

PARTIAL OUTAGE

Partial outages are situations where: a defined portion of
the total iraffic is serviced by a failing unit and the rest by
one or more aiding unit(s); a defined number of
secltorsi/groups are still able to continue with the service
provision, whilst the remaining sectors/groups are
supported by one or more aiding units; a defined set of
ATS is still provided by the failing unit while the
remaining set is provided by one or more aiding unit(s);
any combination of the preceding cases.

TOTAL OUTAGE

The providing unit is declared out of service due to a
complete inability to provide ATS.

UNFORESEEN OUTAGE

Unforeseen outage is a failure that may lead to potential
unsafe situations and/or disruption of the ATS provision and
either is.

Unforeseen; or

Predicted but at too short notice to permit the deployment of
a suitable contingency mode.

FORESEEN OUTAGE

SHORT-TERM OUTAGES

Foreseen outage is a failure that may lead to inability to
continue with the ATS provision but is foreseen with
sufficient notice to permit the deployment of a suitable
contingency mode.

Outages or disruption of services lasting not more than 48
hrs.

LONG-TERM OUTAGES

Outages or disruption of services lasting more than 48 hrs.

MAXIMUM TOLERABLE PERIOD
OF DISRUPTION (MTPD)

1t is the maximum period of time an ATSP can tolerate a loss
or disruption of any air traffic service/function provided.

AIDING UNIT

An ATS unit able to provide support to a failing unit.

FAILING UNIT

A unit, which due to technical or system failure, is forced to
suspend the provision of ATS in its Area of Responsibility
(AoR) or parts thereof.

AC: NCAA-DAAS-062 Rev. 00
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4.0 PLANNING PROCESS
4.1 The planning process that follows is presented as a stepped approach. In reality, however, it is an

iterative process; some of the activities would run in parallel and it may also be necessary to re-trace
some steps as the process progresses.

Figure 1: Overall Contingency Planning

Step 1- lventory of ANSP units / services / functions
Inventory of Resources (e.qg. systems, staff, procedures)

y

Step 2 - Indentification of ”real!stfé:” events that could lead to loss or
disruption of ervice

BN

\.

-

Step 3 - Dol have a plan to manage the consequences
of the “realistic” event?

Y

\rjr

Step 4 - Develop or Change Contingency measures

y

4.1 - Develop or Change Continger;cy measures for Service Continuity
For Emergency / degraded mode

Y _

4.2 - Develop or Change Contfnge:;cy measures for Service Continuity
(as per Policy and Qperational concept)

¥
Step 5 - Develop measures for “Recovery back to normal operations”

Y
Step 6 - Document CONTINGENCY PLANS

(

1uaLiabouoyy abuoy

\._J\__J\_Jk._J\_.Jk

4.2 The Planning activities may be organized as follows:

Step 1 Inventory of the Units /services/functions of an ANSP
a) It is essential that the process to determine contingency strategies be applied to the whole portfolio

of ATS units, services and functions (either provided or supplied). It is also necessary to make an
Inventory of Resources (e.g. systems, assets, procedures, and staff) since this will be the means to

identify the additional resources required to satisfy the contingency requirements.
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Inventory of Resources (e.g. systems, assets, procedures, and staff) since this will be the means to

identify the additional resources required to satisfy the contingency requirements.

Step 2 Identification of “realistic” events
a) For each ATS unit, the “events”, including security scenarios, which may lead to loss or disruption

of service or function, should be identified. The likelihood of the events is to be considered to

identify which ones are “realistic”.

Step 3 Do I have a Plan to manage the consequences of the “realistic” events?
a) This question is a corner stone of the contingency planning process. It is the first step to initiate the

development of “contingency measures” or the “change” of existing ones. It may also lead to
“revisiting” the requirements identified at the Policy stage if it is not possible to develop a “viable”

plan to meet them.

Step 4 Develop or change contingency measures
a) In this step, the ATSP should ensure first that safety and Air Traffic Management (ATM) security

requirements are met. Plan(s) should be developed to deal with “Emergency” and “Degraded
modes of operation”. In addition, if there is a need to ensure “Service Continuity”, and if this is
“viable™ (in terms of policy/operations/economics), “Service Continuity” plan(s) might be
developed.

b} The final output of this step is to develop (or to amend) the various actions to enable the
implementation of the chosen contingency measures. Essentially it describes who does what,

where, when and how.

2L I 19

c) For “Emergency”, “Degraded modes of operation” and “Service Continuity” Safety Assessment
and Security Risk Assessment should be conducted. The aim of this step is to ensure that the
planned contingency measures meet safety and security requirements set at Policy step.

d) For “Service Continuity” measures, an Economic assessment of the viability of the plan would
also be required since “business” considerations are more likely to drive the development of such
plan(s).

Step § Develop measures for “Recovery back to normal operations”
a) Appropriate measures should be developed to ensure a safe and secure resumption or upgrade of the
services after a contingency situation. Similarly, a safety and security assessment of the measures

should be conducted.
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Step 6 Document Contingency Plans
a) The Contingency Plan pulls together the response of the whole organisation to total loss or major

disruption of the ATS capability. Those using the plan should be able to select and deploy appropriate
actions from those available in the plan and direct the maintenance and/or resumption of service
units according to agreed priorities and requirements. The Contingency Plan should contain

checklists of actions by nominated actors and personnel to effect contingency requirements.

b) A change management process should be also established to update as required the contingency
plans.

4.3 ANS RELATED PLANNING CONSIDERATIONS
4.3.1 This list of events is to provide support to ATSP in the identification of risks and events relevant to

their services. However further events might have to be taken into consideration.

4.3.2 While developing contingency actions/responses, contingency planners should consider a number
of specific ATS related issues, such as but not limited to:

Hazard or Event Due to;

Total or Partial loss of ATC facility Object collision
Severe damage of building, i.e. fire
Natural disaster, i.e. earthquake
(tremors/vibration}
Weather conditions
Hostile action
Unlawfu! Interference, i.e. bomb
threat
Chemical pollution
Pollution, i.e. exterior fire smoke
Power supply failure
Public Health Emergencies, i.e.
communicable disease

Total or Partial loss of ATC data
communication

Voice

Radar

Network

Telephone

e Meteorology

Degraded conditions for ATC facility |Fire and  Emergency  personnel
unavailable
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Total or Partial loss of power supply

Total or Partial loss of Heating,
Ventilation and Air Conditioning
(HVAC) [

Total or Partial loss of fire protection |

s Water

e Fire

¢ Flood

¢ Earthquake

e Lightning

e Equipment failures, i.e. wiring
damages

e Micro breakdown

s Fire

e Partial loss of power supply
Earthquake

e Equipment or network failure

j Partial loss of fire detection

e Partial loss of power supply

e Earthquake

e Materials degradation

e Equipment failure

» Degradation of protection means

Partial loss of the BMS (building
management system)

Total or Partial loss of BMS

Fire

Flood altering network

Network out of order (section cut-off)
leading to an inability to supervise,
monitor and to control the equipment
of the subsystems

Partial loss of power supply acting on
BMS room

Loss of control functions

Loss of monitoring functions

AC: NCAA-DAAS-062 Rev. 00
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Hazard or Event

Due to:

Total or Partial loss of the Provision of
Air Traffic Services

Loss of critical/essential equipment
Loss of Multi Radar Tracker for X
seconds with fall-back available

Loss of Multi Radar Tracker for X
seconds without fall-back

Loss of surveillance fall-back for more
than X seconds/minutes

Loss of track correlation for more than X
seconds/minutes

Loss of one or more radar by-pass

Loss of SSR code management

Loss of STCA for more than

XX seconds/minutes

Loss of MSAW for more than XX
seconds/minutes

Loss of DAIW for more than XX
seconds/minutes

Loss of Record and Replay functions
Loss of Flight Data
Processing/Management

Low of one or more CWP

Loss of A/G communication on one or
more CWPs, i.e. blocked or unauthorised
use of frequency

Loss of G/G communication on one or
more

CWPs

Loss of Operational Supervision

Loss of Technical Supervision

Loss of maps at one, several or all CWPs

AC: NCAA-DAAS-062 Rev. 00

Page 11 of 31



Closure or Restrictions of Airspace,
Airways or Aerodromes

' Emergencies or Accidents

Military or Armed Conflicts

Special Military Missions/Exercises
Restricted, Danger or Prohibited Areas
UAS operations

Re-routing

Unlawful Interference

Strayed or unidentified aircraft
Interception of civil aircraft
Radio Communication Failure
Blocked runway(s)

Air Traffic Flow Management
Natural disaster, i.e. earthquake
(tremors/vibration)

Volcanic ask cloud

Weather conditions

Public Health  Emergencies ie |
communicable disease
j Hazard or Event Due to: |
Unsafe or Inadequate staffing levels | Multiple absences, i.c. deaths,
accidents/emergencies, hospitalisation,
human factors

Multipte resignations

Industrial actions taken by employees
Lack of appropriate training

Lack of competency |

5.0 CONTINGENCY LIFE CYCLE

5.1. In the context of the ICAO obligations, the concept of contingency can be

organised along a “Contingency Life Cycle” composed of the following phases:

a) “Normal” Operations

b) “Emergency” Situations
c)
d)
€)
f)

“Degraded” Modes of Operation

“Service Continuity”

Back to “Normal” Operations.

AC: NCAA-DAAS-062 Rev. 00
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5.2. A schematic presentation of the Contingency Life Cycle is presented below.
Note: “Normal” Operations is included in the schematic for completeness, but “Normal

Operations " is not classified as a Contingency mode.

Figure 2: Generic Contingency Life Cycle

Elapsed Time of
Outage disruption of service
{48 hours +, weeks)

. PN == b
ll [ : 5 | > Wl
i .
Normal t Service Continuity | Recovery to Normal
operation ! Emergency’ Normal operation
I stuation ! (e.g. rasuming Services| Operstion
! ! from alternate location)
(e.'g. « clear the s’ry ») |
Degraded
Mode of Operation
Hours | Days or weeks | Day(s)
L ] L] ] | ——ear] ] [ e e | L | L ] +

5.3.This Life Cycle should not necessarily be understood as a sequence of modes of operation. For

instance, in certain circumstances depending on the cause/type of disruption:

a) A System (Technical, People and Procedures) working in “Normal” operation can evolve

directly into an “Emergency” situation; or

b) A System can deteriorate into a “Degraded” mode of operation that further evolves into an

“Emergency” situation; or
¢) An “Emergency” situation can be followed by a "Service Continuity" mode of o eration; or
gency Y y p

d) In some situations, it might be necessary to move straight from “Normal” operation into a

*Service Continuity” mode of operation.
Y P
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5.4 Aspects of Contingency Life Cycle

The Contingency Life Cycle described above is at a very high level of abstraction and is largely
seen through the aspect of ATS provision in terms of modes of operation. However, it is also
possible to view the Life Cycle from a number of other aspects (e.g. Technical, Security and
Managerial) to elaborate how outages and other security or crisis events could impact on the

provision of ATS and the modes of operation.

5.5 Technical Aspects

Within the Life Cycle an outage on the technical side could initiate Fall-back modes of operation
and Air Traffic Flow Management (ATFM) regulations may have to be put in place. Both

conditions may last until the outage is fixed.

5.6 Security Aspects

From the security aspect a security event could initiate the introduction of specific security
measures aimed at safeguarding normal ATS provision. ATFM regulations may also have to be

put in place. Both conditions may last until the situation is resolved.

5.7 Management Aspects
From a management aspect the Life Cycle can be viewed as the organisation’s response to “crisis”

events and subsequent crisis management activities. Depending on their nature, crisis events may

also initiate the implementation of ATFM regulations which may last until the crisis is over.

In all aspects, in circumstances where the outage worsens and the situation escalates, it may be

necessary to move into a “Degraded” or “Emergency” mode of operation.

Attempts to restore the failed technical system(s), ameliorate the security situation, or re-establish
the organisation’s overall capabilities will continue to follow as a parallel process. Moreover,
depending on the contingency measures in place, technical, security and managerial support of
ATS is likely to be required during the “Service Continuity” and “Recovery to Normal” Operations

phases of the Life Cycle.
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3.8 Expanded Contingency Life-Cycle

The different aspects described above can be represented in an expanded Contingency Life Cycle

below.

Figure 3: Expanded Contingency Life Cycle

[ = may not e visile to the Userst |
robustness of the organisation).
Crisis * Businesas Continuity I Management aspect ]
Safeguard the nommal ATS Security Support of ATS provision | @scurty aspect |
provision®
Faliback Modes  Degraded Modeaf Technicat Support of ATS provision | Technical aspect |
of Operadon® E gency

Normal Significant ATFM regulations Service Oporational | Normal

Degraded Modes! Emergency Continuity Recovery

6.0 ROLE OF AIR TRAFFIC SERVICE PROVIDERS

6.1. Policy
6.1.1. The ATSP’s first responsibility is the development of the contingency plan, the definition of
the measures and alternative services needed in case of degradation or interruption of their services.

6.1.2. The preparation phase includes the definition of the measures and the coordination with
other stakeholder, i.e. Nigeria Civil Aviation Authority (NCAA), Military, possibly other ATSPs
and insurance companies. The ATSP is in particular responsible for developing the list of
addressees to be notified in case an outage occurs and the service is discontinued.

6.1.3. It should also, in coordination with NCAA, fix the minimal set of information and time of

delivery to be delivered to neighboring ACCs.

6.1.4. The ATSP is also responsible for the implementation of the plan in appropriate cases.
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6.2. Plan
Coordination with other ATSPs

6.2.1. When the contingency measures envisaged have an impact or depend on other service

providers, the ATSP needs to ensure the adequate cooperation with them.

6.2.2. Where the nature of the contingency measures is such that it requires the use of other ATSP
services and/or facilitics, the aiding unit should be certified or acceptable to NCAA before the
failing unit may avail themselves of the services of other ATSP. ATSP should formalise their
working relationship by means of written agreements or equivalent legal arrangements, setting out

the specific duties and functions assumed by each provider.

6.2.3. Contingency can be the subject of an ad hoc agreement or part of a more generic

arrangement between the ATSP.

6.2.4. In principle, an ATSP may sub-contract the provision of services to a third service provider
provided that this sub-contractor is certified or accepted by NCAA, that the delegating ATSP
formally approves the sub-contract, that this arrangement is supported by written agreements

properly reflecting the allocation of liabilities.

6.2.5. Coordination with NCAA: In line with ICAO Annex 11 the ATSP should communicate the

intended plan with the NCAA and obtain its acceptance, when the plan includes the use of other
ATSP’s services.

6.3. Achievement

6.3.1. The following actions/elements are part of the role of the ATSP:

a)  Development and testing of contingency plans;

b)  Coordination with other ATSP and conclusion of appropriate agreements;
¢) Inclusion of appropriate provisions in contracts with other suppliers;

d) Inclusion of the contingency plan in the ATSP's insurance coverage;

e)  Obtain NCAA approval for agreements between ATSP;

f) Implement the Plan where necessary.
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7.0 LEGALASPECTS
7.1. Main legal issues take place when two different legal entities, i.e. two different States, two

different ATSP or civil/military ATSP, collaborate in contingency situations (contractual liability),

or when execution of contingency measures has an impact on third parties (third party liability).

7.2. Liabilities

7.2.1. In application of Article 28 of the Chicago Convention, States are responsible for the (safe)
provision of air navigation facilities and services in their airspace. Any failure to exercise fully and
correctly this responsibility may incur the liability of the State. In a context where the service
providers are separated from the State regulator, the responsibility and associated potential
liabilities are also dissociated:

a} ATSP, like every legal person, are responsible for their acts or negligence (or those of their staff)

and can be held liable for the damage they cause to third parties.

b) The State can be held liable for lack of proper oversight; considering the text of the Chicago
Convention, it could be argued that the State could also be held directly liable for the non-

availability of the services, the inadequacy of the contingency plan or the failure to apply it.

7.2.2. Liability concerning third parties has to be distinguished from the contractual liabilities
between the concerned parties in a service provision environment. The third parties’ liability
regime (i.e. actions by plaintiffs) is governed by national laws and sometimes public or private
international law.

7.2.3. The allocation of liability between the cooperating parties, as well as possible recourse
actions, place of jurisdiction, dispute settlement procedures between the players, e.g. States and
ATSP, can be organized through agreements, contracts or regulatory acts. This is of particular
importance in the context of contingency plans involving several ATSP and/or cross-border
cooperation. However, if written agreements can arrange the liability between the parties, they
cannot arrange the right of actions of potential victims.

7.2.4. Delegations of services or arrangements between ATSP do not lift/remove the
responsibilities and potential liabilities of the delegating ATSP (failing unit), which remains the
one originally designated by the State in which airspace the service is provided.

7.2.5. The liability of the Air Traffic Control Officers (ATCO) involved in an accident when
working under degraded or contingency modes would remain, but the level of the due diligence
exercised would probably be assessed against the particular context and help mitigating the liability

exposure.
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7.2.6. As a last remark, it should be outlined that the type of damage for which the liability of
players can be invoked depends also from applicable national laws. National laws would help
determine for instance whether economic damage suffered by airlines after the closing or

restriction of airspace could be the subject of a claim.

7.3. INSURANCE

7.3.1. ATSP are in principle covered against the risks resulting from their operations, mostly via
insurance policies or State guarantees. This coverage should extend to the execution of
contingency measures by the ATSP as an aiding unit, and also if possible, to support provided by
other ATSP to the ATSP as a failing unit.

8.0  STATE/ATSP CONSULTATION

8.1. NCAA (in its rule-maker role) and the ATSP should establish a dialogue to define the
mandatory contingency requirements. The ATSP will have to fulfil their obligations with regard to
contingency planning and by so doing ensure the Safety related elements of providing ATS and
associated services, whilst also meeting, as appropriate, the requirements related to Security,
Capacity/Flight Efficiency and Environmental sustainability. NCA A may also consider other wider
political, social and macro-economic issues.

Figure 4: State/ATSP Consultation process

- State i
| (Rule-maker) |
Requirements of Rl o
» Safety,
+ Security,

» Capacity and Flight efficiency (if relevant)
+ Environment (if relevant}

ANSP

i

8.2. The primary considerations between State and ATSP will concern Safety and Security.
However, according to State decision, capacity requirements (e.g. minimum level of capacity

after a certain time) and environmental constraints could be also considered.
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8.3. SAFETY
8.3.1. The reference is the safety level when working under normal operating conditions. The

expectation should be that this safety level should be not be compromised during contingency

conditions.

8.4. SECURITY
8.4.1. It is recommended that at a minimum the foilowing principles should apply:

a) Security issues should be considered during planning, procurement, deployment and
maintenance of ATM systems including Contingency operations.

b) Under degraded modes of operation (contingency) it is necessary to ensure that the loss of key
system functionality has not invalidated any of the assumptions that secure normal operations.

c) Contingency plans might also consider the additional constraints that particular threats might
place upon Service Continuity operations following the loss of an ATS facility. Example:
terrorist attacks on ATM infrastructures may not only lead to the loss of those infrastructures.
They can also introduce additional restrictions similar to those that were put in place in the
weeks and months following the attacks on the United States during 2001.

d) Security requirements remain valid in Contingency.

8.4.2. The reference level of (ATM security) operations is, therefore, the level when working

under normal operating conditions.

8.4.3. The Security (airspace, facilities, personnel and data) including unlawful interference with

ATM service provision should not be compromised under contingency conditions.

8.4.4. However, it is important to understand that levels of Security are achieved through a mix of
measures/controls (Security in depth, layered Security). On this basis an equivalent level of
Security can be achieved by applying a different mix/set of measures. Accordingly, the same level
of Security does not necessarily imply the same controls. Contingency planning and measures

should be included as a vital element of local Security Management Systems.

8.4.5. ATM Security covers 2 major areas:

a) Self-protection of the ATM system against threats aiming at the ATM system and its

facilities (including network, personnel and information/data);
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b) Collaborative security support to relevant civil and military authorities responsible for
countering aviation security incidents, crisis and emergency situations.

8.4.6.The initial objective of Self Protection is the availability and integrity of ATM services
resulting in a safe, economic, efficient and orderly flow of air traffic, whereas the objective of
Collaborative Support is the availability of support services under the umbrella of airspace
security/national defense and/or security requirements.

8.4.7. In that context, the role of State authorities is prominent with a view to defining requirements
in terms of minimum-Security service levels during ATM contingency modes of operations (e.g.
timing and restoration (recovery) of normal operations). This may also include contingency
measures aiming at an early restoration of the service levels making use of alternate (civil and/or
military) facilities through relocation of key personnel or the transfer of operations to adjacent

units.

8.5. CAPACITY
8.5.1. The minimum level of capacity to be provided at different time horizons after disruption of
services (e.g. 24 hours, 48 hours and longer periods) is subject to policy decisions set by the ATSP.

8.5.2. However, the cost of creating alternate solutions can be prohibitively expensive and the
business risks need to be properly evaluated and assessed. In this situation, a “one-size fits all”
solution is most definitely not appropriate or necessary and there will most certainly be a need for
ATSPs and users to be fully consulted in the states process for determination of contingency
capacity.

8.6. ENVIRONMENTAL SUSTAINABILITY

8.6.1. This parameter should be considered in conjunction with flight efficiency, where possible.
In this context, contingency operations should be considered against compliance with
environmental rules (degree to which environmentally driven traffic rules and constraints imposed
on airports and airspace are respected), including atmospheric and noise aspects (e.g. noise
generated and its impact on affected population).
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9.0 ATSP, AIRSPACE USERS AND AIRPORTS CONSULTATION
9.1. The primary concern to be discussed between ATSP, Airspace users and Airports should be the
capacity and flight efficiency. Environmental issues may also be discussed within this context.

Figure 5: ATSP/Airspace users/Airports Consultation process

P Airspace Users
; - - !

Discussion on:

* Level of Capacity and

» Flight efficiency

provided during contingency situations

9.2. The consultation should take place on a regular basis, either individually or collectively, and

at least once a year.

9.3. The capacity to be provided at different time horizons after disruption of services (e.g. 24
hours, 48 hours, longer periods) depends on existing alternate solutions (now) and future
possibilities (at medium and long term) based on investments (supported by Cost Benefits

Analysis) and the available sources of funding.

9.4. For instance, in the case of an ATSP, the Airspace Users should be informed of the different
contingency scenarios and their effects on ATSP capacity:
a) The consequences of a loss of facility;

b) The operational unit(s) that will be utilized for contingency purposes (aiding units), or the staff

who will provide alternate services;

¢) The level of capacity which will be made available by an ATSP at different time horizons after

disruptions (e.g. 2 days, 10 days or 14 days, and later after months (3 months, 12 months)
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9.5.  The Airspace Users should also be consulted on the impact on their operations (e.g. number
of aircraft that can be handled by each aircraft operator at the different time horizons after
disruptions considered by the ATSP).

9.6.  in addition to the consultation process stated above, it is recommended that ATSPs consult
with the Airport Operators, at those locations where ATS are provided, in order to discuss and
obtain agreement, as necessary, on the planned levels of service to be provided in each of the
various contingency situations and timings.

10.0 FINANCIAL DIMENSION OF CONTINGENCY

10.1. A prime objective in defining contingency plans is to achieve adequate contingency
capability at a reasonable cost.

10.2. Short-term and long-term investment in contingency will be determined by factors such as:
a) The existence of possible alternate contingency locations and systems (inventory);
b) The investments and operating costs to reach a given capacity;
¢) The probability of an accident/failure and any costs or losses incurred as a result of any service
disruption/unavailability;
d) The potential benefits to have contingency measures implemented (e.g. lower insurance
premiums).
10.3. It is important to insist that the economic analysis is only a part of the decision-making
process in Service Continuity.

10.4. However, no decision to invest depends solely on the results of an economic assessment of
candidate strategies. The final decision to invest in Service Continuity should take into
account, but not be limited to, other considerations such as:

a) Political decision
b) Binding nature of the legal framework

c) The ability to finance which may vary depending on e.g. the cost of money or the status of
the industry at that time

d) The need to account for limited financial and/or human resources and priority of the
programmes and to spread the required investments over a number of years

e) The possibility to link the decision to the outcome of a future technological change

f) The opportunity to link the decision to a programmed upgrade of facilities
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g) The possibility to link the contingency planning for Service Continuity to the success of
bilateral or multilateral arrangements, hence to delay the decision as to the strategy until such
arrangements are in place

h} The attitude of the local airspace users and airports and their willingness to endorse a risk

and/or share the burden of the financing of the mitigating strategy

i) Conclusions of the safety and security assessment of each mitigating strategy.

11.0 CRISIS MANAGEMENT

11.1. The high-level objective of crisis management actions is to identify potential, impending or
actual crises and to respond to these in a coordinated and successful manner. Effective crisis
management plans should ensure that a measured response is provided to staff, the media and to
stakeholders, and where appropriate should ensure service continuity of ATS. Planning for
contingency measures should be considered within the larger framework of crisis management.

11.2. A Corporate crisis management policy should be developed to define guiding principles and
set up the policy framework for local crisis management plans. It is recommended that all local
crisis management plans is tested at intervals not exceeding 12 months. The test may range from
trialing notification of key personnel to a full-scale practice. Moreover, it is further recommended
that all existing and new local crisis management plans should be checked for consistency against
the policy and guiding principles contained in the “Corporate Crisis Management Policy”
document.

I1.3. Practices should be as realistic as practicable and initiated with as little warning as possible.
However, care must also be taken that everyone understands that what is happening is an exercise

which cannot be mistaken for a real-life event.

Note: Practice relates to the simulated evacuation of each ATS operational facility at intervals
not exceeding 12 months.

12. 0 TESTING, EXERCISING AND VALIDATION
Note: For the purposes of these guidelines the words “test/testing” and “'exercise/exercising”’

have the following meanings:

a) Test/Testing is usually associated with a technological procedure and/or business process
(e.g. cascade system) being tried, perhaps against a target timescale. In this context a piece
of equipment could be considered as a “pass” (i.e. serviceable) or “fail” (i.e. unserviceable).
An example might be the testing of ground/ground or air/ground communications from an
alternate ATM facility.
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b) Exercise/Exercising is normally used for a scenario-based event designed to examine
decision-making abilities. An example could be a desk-top exercise to manage a major
contingency causing incident.

12.1. It is generally recognized that a contingency plan cannot be considered fully reliable until
it has been tested and exercised as far as reasonably practical. The purpose of these activities is to
confirm the validity of the planned contingency measures and help develop competence, instill
confidence and impart knowledge that are essential in times of crisis. Though effort needs to be
put into the technical recovery capabilities, the key element is the role of people and their resilience
in skills, knowledge, management and decision-making.

12.2.  lIdeally the validation process should be conducted making as extensive as possible use of
the simulation, training or development facilities available to exercise the concept and the relevant
procedures in situations as close as possible to the real-life environment. Alternatively technical
testing, desk checks and desktop walk-throughs could be used. Given the inherent risks and safety
considerations it is recognised that in most instances it is neither practical nor desirable to conduct
“live™ testing, training and exercising of contingency measures where these could be detrimental
to real-life operations. Nevertheless, it is recommended, that a planned evaluation programme is
conceived to ensure that all aspects of the contingency plans have been examined as far as
reasonably practicable over a period of time. The involvement of external suppliers and
subcontractors in these activities should not be overlooked and agreements should be included in
Letters of Agreement, Contracts etc. as appropriate.

123. A prime objective should be to evaluate the safety of the procedures in the most critical
period and sectors including the key contingency aspects identified in the Contingency Plan. With
varying degrees of difficulty, several main scenarios could be evaluated; for instance (but not
limited to):

a) Simulated operations in fall-back or degraded mode situations;

b) Alternate services: closing (totally or partly) a failing unit and delegating (totally or partly) the
provision of ATC to aiding unit(s);

¢} Alternate location: simulating total closure of a failing unit (evacuation of staff) and transferring

totally the provision of ATC to the aiding unit(s), with or without relocation of the evacuated
staff.

AC: NCAA-DAAS-062 Rev. 00 Page 24 of 31



GUIDANCE ON CONTINGENCY PLANNING FOR AIR TRAFFIC SERVICES PROVIDERS

13.0 MAINTAIN CONTINGENCY PREPAREDNESS
13.1. Maintaining adequate preparedness is crucial to the successful execution of contingency

plans. Awareness campaigns, training and exercise programmes are therefore central for success.
Indeed, a sustainable plan is one that has gained the commitment of the organisation and has
structures and procedures in place to ensure that readiness is maintained and enhanced for the
foreseeable future. In the context of “aiding” and “failing” ATS units, contingency plans should

clearly define:

a) “Aiding” unit(s) to be considered for the considered “failing” unit, depending of the
contingency scenarios;

b) Type of “control positions” to be used in contingency situations.

Two possibilities could be considered regarding the aiding “control position” for contingency; the
aiding “control position” could be:

c) Either potential “failing type”. In that case the training is limited to rehearse the different
“contingency scenarios”, or

d) Potential “aiding unit” like. In that case, in addition, some time is dedicated to the

familiarization of the controllers to the operation of the control position.

13.2. The potential “aiding” and “failing” units should also agree on the practical arrangements to
rehearse the planned contingency arrangements and should include:

a) The frequency with which the rehearsals should take place;
b) The locations: specific training centre, or at the potential “failing” centre or at the potential
*aiding unit”.
¢) Depending on the location agreed, and the time of the year, taking into account:
i. Availability of the training centre (if relevant);
ii. Spare capacity of the operational control position (if relevant);
ifi. Availability of the trainers and the trainees.

13.3. In addition, the training of the technical personal (maintenance of the equipment) should
also be considered.

13.4.  Notwithstanding the fact that all options should be considered, it would be extremely
difficult to plan, rehearse and manage a contingency operation:

a) During the peak hours of operation; or
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b) Where a large centre is dispersed to several small facilities.

13.5. Furthermore, since managing contingency situations is part of “Crisis Management™ the
question of possible rehearsal of the related “Crisis Management” aspects should be considered.

14.0 INCIDENT (CRISIS/CONTINGENCY) RESPONSE MANAGEMENT

14.1. Documented Process
a) The roles and responsibilities of the nominated individual, teams and groups who will monitor

and guide the unfolding events need to be clearly stated in Crisis Management Plans and
Contingency Plans.

b} The plans should contain details of the facilities that will be used by the various key players to
control and manage the response. Predefined location(s) should be identified in the plans to act
as crisis/contingency management centres.

¢) These need to be available for immediate activation and use by nominated executive/senior
management teams identified in the plans.

d) The centres will need to be resourced with particular attention given to the provision of adequate
communications facilities to ensure that crisis/contingency situations can be managed and

monitored.

14.2. Management of the Incident Process
The following process could be followed. Once receiving notification of problem, the person in
charge could:

a) Assess situation then:
i. Either manage response through appropriate prepared plans; and/or
ii. Escalate to Crisis Management Team as per Crisis Management Plan.
b) If a response is required then immediate things to consider include:
i. Are the others from whom a response is required present and able to undertake the roles
assigned to them?
ii. Communication of what has happened to senior management, as per Crisis Management
Plan?
iii. Informing operational counterparts — neighbouring FIRs, adjacent units and potential aiding
units of the situation;

iv. Sending NOTAM of activation of Contingency Plan and discontinuation;
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v.  During the Contingency, it is essential that internal and external stakeholders are provided with
regular updates of the most recent information on the status of ATS.
This may consist of; inter afia, briefings to operators by electronic means on a regular basis (e.g.

NOTAMs).

14.3. METHODS AND TECHNIQUES

There are many incident management methods; a generic one is suggested here.

a) Contain - Is there anything that can be done immediately to stop the problem getting worse?
b) Look at the Crisis/Contingency Plan - is there a pre-planned response that fits this incident?
¢) Follow the documented procedure which may include the following steps:

i. Communicate - trying to solve the problem on your own may waste time if the situation

then gets out of control.

ii. If necessary, assemble a team to respond to the incident. iii. Assess the situation - find out
as much as you can without putting yourselves at risk. iv. Predict the likely outcome - and
adapt the Contingency Plan to provide a response strategy.

iii. Predict a “worst case” outcome - and have a “back-up” response strategy.

iv. Escalate the response to the required level within the organisation.

v. Execufe the response strategy. viii. Evaluate the progress of the response against the likely

outcome.

vi. As soon as the situation allows, review the effectiveness of the response.
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15.0 EXECUTION OF THE CONTINGENCY PLAN
15.1. A Contingency Plan may consist of the following phases:

FAIL TO SAFE
Phase 1

Immediate Actions
Phase 2

Short/Medium Term Actlons (<48 hours)
SERVICE CONTINUITY
Phase3
Initiation of the Option
Phased

Optimisation
RECOVERY
Phase §

Longer-term Response and Recovery

15.2. The following general conditions could apply:
a) The condition for entering in each phase should be clearly specified;
b) The responsibility for declaring the phase should be clearly specified;
¢) Each phase should be further broken down in intermediate steps/actions combination thereof’
d) The Phase 1 {Immediate Actions) lasts approximately 30 minutes.
Immediate Actions can overlap with Phase 2 (Short/Medium Term Actions).
e) An “Emergency” situation always leads directly to Phase 1;
f) The passage to Phase 3 (Initiation of the option) could be possible directly from Phase 1;

g) The passage to Phase 5 (Recovery - Long Term Response) should be possible directly from
any Contingency Phase;
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h) The measures to be undertaken during Phase 3 should be proportioned to the estimated

duration of the outages and justifiable by mutual business considerations.
i) The transfer of responsibility should be performed in the safest way;

j)  When possible and suitable, procedures such as Contingency Flight Level Allocation Scheme
(CFLAS) should be applied to ensure the completion of service for the traffic already under

the “failing” unit's responsibility.

16.0 RECOVERY/TRANSITION BACK TO NORMAL OPERATIONS

16.1. The Recovery phase should consist of a range of measures to transition from Contingency
modes of operation to Normal Operations. It is recognised, however, that it is difficult to make
definitive recovery plans in advance of contingency situations developing because of the
uncertainty involved. Only when the actual circumstances have been identified as raising potential
significant risks will it be possible to start making detailed plans for Recovery. Consequently, one
of the first actions to be taken on executing measures (especially Service Continuity modes) is to
set up a group to begin the process of planning a transition phase for recovery based on the real
situation.

16.2. The aim would normally be to revert back to the pre-contingency state. This could be the
original unit and working positions or a new re-built facility, depending on the circumstances and
the means required to restore Normal Operations.

16.3. Moreover, transition should involve a coordinated declaration (aiding and failing unit)
resumption of normal operations.

16.4. As recommended by ICAO Annex 11 paragraph 6.4 of Attachment C thereto, after a
crisis/contingency situation has finished, it is essential that NOTAMs are dispatched as early as
practicable, to notify users of the reactivation of the disrupted ATM services, to ensure an orderly
transfer from contingency to normal conditions.

17.0 ASSURANCE

17.1. Preparation for Organisation's Response Evaluation
17.1.1. As soon as possible after the interruption, the organisation’s response should be evaluated
and any necessary changes made to procedures, personnel or contracts.

17.1.2. To assist in the post-event analysis process, it is ¢ssential that detailed records are kept of
the important decisions taken during the various phases of the contingency.

17.1.3. As well as any statutory and regulatory recording requirements required by national
legislation, which may for example, be used in formal investigation/criminal proceedings after the
event, the various contingency plans should contain checklists, logging sheets and instructions for
their completion to ensure that all relevant information is captured.
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17.2. Post-Event Analysis
17.2.1. Whenever a contingency plan is exercised whether as a test or live event, it is recommended
that there is an immediate debriefing meeting of senior management/executives and others closely
associated with implementation and execution. This should be followed by a more formal
evaluation of the exercise/event and preparation of a written report which details the results and
the lessons identified. Thereafter an action plan could be created to implement any
recommendations.

17.3. Maintenance of Contingency Plans
17.3.1. 1t is essential that Contingency Plans and the associated measures are kept up to date and
maintained so that they are fit for purpose and resilient to change. This maintenance process will
generally be achieved through 3 main channels:

17.3.2. Review following an actual or practice event; identifying and acting upon the lessons as
indicated above.

17.3.3. Routine review as part of a formal change management process embedded in daily
operational, managerial and business processes.

17.3.4. Periodic internal and external review/audit as decided by local management.

18.0 PROMOTION

18.1. Contingency Planning promotion ensures communication of the contingency culture;
dissemination of lessons learnt and enables continuous improvement. The aim of the promotion
activities should be to embed contingency planning into ATSP normal management and operational
process; it should become part of the culture and not be seen as a separate activity of a specialist
few. Training, testing and exercising will increase the profile of contingency within ATSP but a
targeted awareness campaign can also help to spread the word.

18.2. Awareness
18.2.1. Although managing the contingency planning process is important, it is equally important
that those who will be affected by the plans remain aware of their roles and responsibilities.

18.2.2. To that end, the plans should be made widely available; however, to safeguard security and
commercial sensitivities, disclosure of contingency plans should follow strict “need to know”
principles in line with ATSP’s corporate and national requirements.

18.2.3. Awareness Campaign
a) Like other facets of an ATSP’s operational and management processes and procedures,

awareness of Contingency Planning will be constantly changing as personnel join and leave the
organization. Consequently, a coordinated campaign or programme can help to maintain

awareness at the optimum level.
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b) The level of awareness will vary between individuals (practitioners will need to be more familiar
than those who only have a minor supporting role) but the general staff requirements may
include:

i. Raising the alarm.

ii. Call-out/cascade systems.
iti. Threat response to a range of specific scenarios (fire, flood, technical outage etc.)
iv. Evacuation drills and procedures.

v. Overview of the Contingency measures.

vi. Inclusion of Contingency in staff induction/arrival training.

18.2.4. Lessons Learned
a) A specific part of an awareness campaign should be the dissemination of the lessons learned.

Having identified the lessons it is essential that they are then acted upon so that the real lessons

learned can be disseminated at the appropriate operational, technical and managerial levels.

18.3. Continuous Improvement
18.3.1. Contingency Planning {(and execution) is not a one-man job. As contingency planning
becomes embedded in the culture of an ATSP then, like in safety, all staff should be encouraged to
propose solutions and suggestions (within the bounds of their competencies and knowledge) to
improve the contingency provisions in the organization.

19.0 EFFECTIVE DATE

This AC becomes effective on the date shown on the cover page and remains valid until
superseded or withdrawn by the Authority.
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