NIGERIA CIVIL AVIATION AUTHORITY

Corporate Headquarters: Nnamdi Azikwe International Airport, Domestic Wing, Abuja.
Tel: +234 916 201 1222, +234 906 201 1226.

OFFICE OF THE DIRECTOR GENERAL CIVIL AVIATION

ALL OPERATORS LETTER (DGCA/AVSEC/AOL/25/004)

CIRCULAR REF NO: NCAA/DAVSEC/HQ/OD/6/1/34

DATE: 25" March, 2025

TO: All Aviation Stakeholders

FROM: Director General Civil Aviation

SUBJECT: GUIDELINES ON  IMPLEMENTATION OF  AVIATION

CYBERSECURITY - APPENDIX Y TO THE NCASP

In accordance with the provisions of Part 17.59 of the Nigeria Civil Aviation
Regulation and Section 6.12 of the National Civil Aviation Security Programme
(NCASP), all entities involved with, or responsible for the implementation of
various aspects of the NCASP are required to identify their critical information
and communications technology systems and data used for civil aviation
purposes. In accordance with a risk assessment, develop and implement, as
appropriate, measures to protect the critical information and communications
technology systems and data from unlawful interference. To implement
measures to protect, as appropriate, the confidentiality, integrity and
availability of the identified critical systems and/or data. The measures shall
include, inter dlia, security by design, supply chain security, network
separation, and the protection and/or limitation of any remote access
capabilities, as appropriate and in accordance with the risk assessment
carried out by its relevant national authorities.

The Authority has published guidelines for the aviation cybersecurity as
prescribed in Appendix Y to the NCASP of 2024, which provides guidance on
implementation of the aviation cybersecurity.

APPLICABILITY:

This shall apply to all entities involved with, or responsible for the
implementation of various aspects of this NCASP:

Airport operators;

Airspace Users (Airlines, General Aviation, UAS operators);

Air Traffic Provider (NAMA);

Aviation Services (NIMET, Ground Handling, Cargo etc.) and

Aviation Allied Service Providers etc.
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Flight Standard Group: +234 916 101 1220, Consumer Protection Call Center: +234 916 201 6222,
Abuja Regional Office: +234 916 101 2212, Lagos Regional Office: +234 916 101 1221
Kaduna Regional Office: +234 906 201 1225, Kano Regional Office: +234 906 201 1223,

PHC Regional Office: +234 916 101 1223,

Email: info@ncaa.gov.ng Website: www.ncaa.gov.ng



EFFECTIVE DATE
This directive shall become effective from 15 October, 2025.

ACTION REQUIRED:
All entities are to:

Ca

a.

identify critical information and communication technology system used
for Civil Aviation purposes and as well develop, implement and maintain
measures to protect them and continually conduct self-assessment
vulnerability testing;

. submit such identified critical information and communication

technology system used for Civil Aviation purposes to the Authority;

. have in place Aviation Cybersecurity Policy;

. regularly conduct self-assessment to identify vulnerabilities and develop

measures to resolve any identified vulnerabilities;

regularly conduct: aviation cybersecurity awareness training for
personnel; and

report immediately any cybersecurity occumrence or.incident to the
Authority.

7Chris, Najomo

Director General Civil Aviation
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